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***	START OF CHANGE	***
[bookmark: _Toc138756043][bookmark: _Toc138755927][bookmark: _Toc138753847]6.1	Solution #1: AKMA roaming solution for Ua* encryption key
[bookmark: _Toc138753848][bookmark: _Toc138756044][bookmark: _Toc138755928]6.1.1	Introduction
AKMA roaming scenarios depend on UE and AF locations. Therefore, there are different scenarios for AKMA roaming that need to be addressed: 
Case 1: UE is in VPLMN and accessing an internal HPLMN AF.
Case 2: UE is in VPLMN and accessing an VPLMN AF (same VPLMN).
Case 3: UE is in VPLMN and accessing an external AF in the Data Network (Internet).
The LI requirements for access to keys are only for the encryption, and in the AKMA case applies when the UA* protocol is encrypted. The encryption keys could be derived from KAF (Example TLS profile defined in 33.535) or could be KAF itself. The encryption key could also be a completely different key, derived according to an application layer protocol, not defined by 3GPP. So LI should be compliant by an internal AF in all cases. 
Therefore, 3GPP should facilitate internal AF so that internal AF should be able to determine the UE roaming status and, accordingly, the AF shallcan:
-	provide the encryption key to VPLMN and/or
-	stop the encryption and still provide the service to UE and may continue with only integrity protection and/or
-	stop providing service to UE
For external AF, 5GC cannot force external AF to provide the keys to VPLMN. Therefore, AAnF can provide whatever accurate information AAnF has to VPLMN. i.e., KAF and indication providing information either the KAF is used for encryption or KAF derived keys are used for encryption.
[bookmark: _Toc138756045][bookmark: _Toc138753849][bookmark: _Toc138755929]6.1.2	Solution details
[bookmark: _Toc138753850][bookmark: _Toc138755930][bookmark: _Toc138756046]6.1.2.1	Internal AF in HPLMN


Figure 6.1.2.1: Roaming solution for Ua* encryption key
Steps 1-3 is the same as defined in TS 33.501[4] clause 6.1.3 and TS 33.535 [2] Clause 6.1.
4.	 The AUSF shall sends the Naanf_AKMA_AnchorKey_Register Request with SUPI, A-KID, KAKMA, and Registered SN ID to the home AAnF. The AKMA context is updated with this received Registered SN ID.
NOTE 1:	AUSF will get the SN-name from the request of 'Nausf_UEAuthentication_Authenticate' from AMF.
5a.	 The UE requests an application session establishment request with A-KID towards the AF. The AF shall discovers the hAAnF and shall sends the Naanf_AKMA_ApplicationKey_Get request with A-KID and AF_ID to the hAAnF.
NOTE 2: 	If AF is not in the operator domain, then AF requests the AAnF via NEF. If AF is the HPLMN, then the AF request directly land at HPLMN AAnF.
5b.	The home PLMN AAnF shall responds with Naanf_AKMA_ApplicationKey_Get response containing Registered SN ID.
6.	 As the Registered SN ID is different from the PLMN in which the AF is located/connected, the AF shall decides: 
-	supporting pushing encryption keys to VPLMN#1, therefore AF shall discovers the VPLMN#1 AAnF or a new NF, (enable the LI) via Registered SN-ID and shall provides the encryption keys material to VPLMN#1. VPLMN#1 AAnF shall stores the encryption keys related to UE which may be used by LI if required (step 6a1 and step 6a2). If AKMA is not supported in the VPLMN, then AAnF discovery in the VPLMN will fail or AF cannot push encryption keys to VPLMN. 
NOTE 3: If VPLMN support AKMA, the vAAnF stores key materials. If VPLMN does not support AKMA, then a new NF stores the key material. The VPLMN AKMA capabilities and policies may be configured in the hAAnF and may be based on SLA. Based on the AKMA support in the VPLMN policies or SLAs, the hAAnF selects either the new NF storing the LI context in the VPLMN or the vAAnF.
-	shall not to enable the encryption and may continue with the UE session with only integrity protection (step 6b).
-	shall not to provide the service to UE attached to other PLMN and shall to reject the request (step 6c). 
NOTE 4: The LI interception point could be any NF in VPLMN (e.g. UPF) that can retrieve the keys from the AAnF in the same VPLMN to perform encryptions. 
NOTE 5: vAAnF supports a new service or an existing service will be enhanced to allow hAAnF or AF to register the key materials.
[bookmark: _Toc138755931][bookmark: _Toc138753851][bookmark: _Toc138756047]6.1.2.2	External AF
For external AF, 5GC cannot force external AF to provide the keys to VPLMN to fulfill the LI requirement. However, when the external AF retrieves the keys from AAnF via NEF, the external AF shall provides the indication that 'KAF is used for encryption' or 'KAF-derived keys are used for encryption' or 'keys independent of KAF are used for encryption'. When the indication value is 'KafAF is used for encryption' or 'KAF-derived keys are used for encryption', the hAAnF provides KAF along with the same indication to VPLMN (new AF or vAAnF).
If the indication value received at hAAnF is 'keys independent of KAF are used for encryption', the hAAnF shall provides only the indication to VPLMN without any keys.
NOTE 1: 	Depending on agreement between HPLMN and AF, indications could be extended to provide more complete information on security parameters used by AF.


Figure 6.1.2.2-1
NOTE 2: 	vAAnF supports a new service or an existing service will be enhanced to allow hAAnF or AF to register the key materials
[bookmark: _Toc138756048][bookmark: _Toc138753852][bookmark: _Toc138755932]6.1.2.3	Internal AF in VPLMN
Solution is similar to clause 6.1.2.1 where interna AF in VPLMN can get the keys from hAAnF. The home PLMN AAnF shall responds with Naanf_AKMA_ApplicationKey_Get response containing Registered SN ID which is the same PLMN where AF is located. Based on the SN ID, the AF shall decides: 
-	supporting pushing encryption keys to vAAnF or new NF (enable for LI). 
-	shall not to enable the encryption and may continue with the UE session with only integrity protection.
-	shall not to provide the service to UE attached to other PLMN and shall rejects the request. 
[bookmark: _Toc138755933][bookmark: _Toc138753853][bookmark: _Toc138756049]6.1.3	Evaluation
The solution fulfils the requirements and all 3 use-cases defined in key issue#1.
	Use case
	solution

	Case 1: UE is in VPLMN and accessing an internal HPLMN AF.
	Internal AF in HPLMN gets the SN name from the hAAnF and 
pushes the key material (LI context) to vAAnF/new NF in VPLMN or 
stops the encryption or 
stops the UE service (do not provide the service)

	Case 2: UE is in VPLMN and accessing an VPLMN AF (same VPLMN).
	Internal AF in VPLMN gets the SN name from the hAAnF and 
pushes the key material (LI context) to vAAnF/new NF in VPLMN or 
stops the encryption or 
stops the UE service (do not provide the service)


	Case 3: UE is in VPLMN and accessing an external AF in the Data Network (Internet).
	External AF provides an indication of encryption to hAAnF. Based on this indication, the hAAnF decides to send the Key material (what is known to hAAnF) to vAAnF/new NF in VPLMN. 
If the indication value received at hAAnF is 'keys independent of KAF are used for encryption', the hAAnF shall provides only the indication to VPLMN without any keys.



This solution brings following changes on the node/NFs:

	Node/NF/UE
	Impact

	UE impact
	NO

	UDM
	NO

	AAnF
	hAAnF receives SN name from AUSF and provide the same SN name to AFs and pushes key material to VPLMN
vAAnF support new API to receive the key material from the AF and hAAnF. There will be a dedicated vAAnF for storage of the keys from other HPLMNs. HPLMN discovers the vAAnF based on the NRF discovery.

	New NF 
	Register operation: If AKMA is not supported in the VPLMN, then new NF can be defined to receive the key material from the HPLMN for LI. There will be a dedicated new NF for storage of the keys from other HPLMNs. HPLMN discovers the new NF based on the NRF discovery.

	AUSF
	Provide SN name to hAAnF along with KAKMA after the primary authentication is completed.

	Internal AF
	get SN name from the hAAnF 
pushes the key material (LI context) to VPLMN or stop the encryption or stop the UE service

	External AF
	Provide indication of encryption to hAAnF 
Get SN name from the hAAnF 



[bookmark: _Toc138756068][bookmark: _Toc138753872][bookmark: _Toc138755952]***	START OF NEXT CHANGE	***
6.5	Solution #5: AKMA anchor key registration to the AAnF in VPLMN after primary authentication
[bookmark: _Toc138756069][bookmark: _Toc138755953][bookmark: _Toc138753873]6.5.1	Introduction
This solution addresses the KI #1. The proposed solution supports registration of AKMA anchor key (KAKMA) and A-KID to the AAnF in VPLMN after primary authentication for UE in the same manner of KAKMA and A-KID registration to the AAnF in HPLMN. Once the KAKMA and the A-KID are registered in the AAnFs in VPLMN and HPLMN, the UE in VPLMN is able to access to both VPLMN AF and HPLMN AF. Moreover, even if KAUSF which is a root key of the KAKMA is changed by new primary authentication, there is no need additional key update procedure for the VPLMN AAnF since the new KAKMA and A-KID will replace the old keys whenever primary authentication is performed.
[bookmark: _Toc138753874][bookmark: _Toc138756070][bookmark: _Toc138755954]6.5.2	Solution details
[bookmark: _Toc138756071][bookmark: _Toc138753875][bookmark: _Toc138755955]6.5.2.1	AKMA anchor key registration in roaming scenario

 
Figure 6.5.2.1-1: AKMA anchor key registration to the AAnF in VPLMN after primary authentication
1. The AUSF requests authentication information to the UDM to acquire subscription information and authentication method in primary authentication procedure.
2. The UDM responses with the Authentication Vector. The AKMA indication and the RID may be included in the response if the UE needs AKMA anchor key generation.
3. If the AUSF receives the AKMA indication from the UDM, the AUSF shall stores SN-name, KAUSF and generate AKMA Anchor Key (KAKMA) and the A-KID. The UE shall generates the KAKMA and the A-KID if the primary authentication procedure is completed.
4. If the keys generation is completed, the AUSF shall requests to the HPLMN AAnF to register A-KID and KAKMA. The selection of the AAnF is described in TS 33.535 clause 6.7 [2].
5. The AAnF in HPLMN responses to the AUSF after key registration completed.
6. If the AUSF recognizes the UE is roaming based on SN-name which is received previously in the primary authentication procedure, the AUSF shall requests to the VPLMN AAnF to register A-KID and KAKMA.
To select the AAnF in VPLMN to register KAKMA and A-KID, local configuration or NRF can be utilized. When NRF is used to discover and select the AAnF in VPLMN, serving PLMN ID shall beis used in the discovery and selection by NRF in different PLMNs.
7. The AAnF in VPLMN responses to the AUSF after key registration completed.
[bookmark: _Toc138755956][bookmark: _Toc138756072][bookmark: _Toc138753876]6.5.2.2	UE in VPLMN accessing internal VPLMN AF


Figure 6.5.2.2-1: Application session establishment between roaming UE and AF in VPLMN
0. The UE is roaming in VPLMN and AKMA anchor key is registered in the AAnF in VPLMN after the procedure in clause 6.5.2.1.
1. When the UE initiates communication with the AF in VPLMN, it shall includes the derived A-KID in the Application Session Establishment Request message.
2. The AF in VPLMN identifies based on the realm part from the received A-KID whether the UE is from another serving network. If the AF decides to support the UE from other serving network, the AF requests application key to the AAnF in VPLMN. 
To selects the AAnF in VPLMN for the AF to provide the KAF, local configuration or NRF can be utilized. When NRF is used to discover and select the AAnF in VPLMN, both RID and home network identifier from the received A-KID are used to select the AAnF.
3. The AAnF in VPLMN derives the KAF from KAKMA if it does not already have KAF.
4. The AAnF in VPLMN sends Naanf_AKMA_ApplicationKey_Get response to the AF in VPLMN with SUPI, KAF and the KAF expiration time.
5. The AF in VPLMN sends the Application Session Establishment Response to the UE.
NOTE: 	NFs in VPLMN could provide LI context (A-KID, KAKMA, KAF, etc.) when LI enabled.
[bookmark: _Toc138756073][bookmark: _Toc138753877][bookmark: _Toc138755957]6.5.2.3	UE in VPLMN accessing internal HPLMN AF


Figure 6.5.2.3-1: Application session establishment between roaming UE and AF in HPLMN
0. The UE is roaming in VPLMN and AKMA anchor key is registered in the AAnF in HPLMN after the procedure in clause 6.5.2.1.
1. When the UE initiates communication with the AF in HPLMN, it shall includes the derived A-KID in the Application Session Establishment Request message.
2. The AF in HPLMN requests application key to the AAnF in HPLMN. 
3. The AAnF in HPLMN derives the KAF from KAKMA if it does not already have KAF.
4. The AAnF in HPLMN identifies based on the realm part from the received A-KID whether the UE is from another serving network. If the AAnF in HPLMN decides to support the UE from another serving network, the AAnF in HPLMN provides AKMA context to the AAnF in VPLMN to support LI.
To selects the AAnF in VPLMN for the AF to provide the KAF, local configuration or NRF can be utilized. When NRF is used to discover and select the AAnF in VPLMN, both RID and home network identifier from the received A-KID are used to select the AAnF.
5. The AAnF in VPLMN stores the delivered AKMA related information from HPLMN to support LI.
6. The AAnF in VPLMN responses to the AAnF in HPLMN.
7. The AAnF in HPLMN sends Naanf_AKMA_ApplicationKey_Get response to the AF in VPLMN with SUPI, KAF and the KAF expiration time.
8. The AF in HPLMN sends the Application Session Establishment Response to the UE.
NOTE: 	NFs in VPLMN could provide LI context (A-KID, KAKMA, KAF, etc.) when LI enabled.
[bookmark: _Toc138756074][bookmark: _Toc138753878][bookmark: _Toc138755958]6.5.3	Evaluation
This solution addresses case 1 and case 2 of key issue#1 and fulfils the requirements in the case that the AF is located in the HPLMN and VPLMN.
The solution fulfils LI requirement that LI contexts (e.g. encrypted traffic data and keys related to AKMA) are ready before the application session established.
When the KAKMA is changed due to new primary authentication, there is no need additional key update procedure for the VPLMN AAnF. The new KAKMA and A-KID will replace the old keys whenever primary authentication is performed.
KAKMA in HPLMN is shared to VPLMN, and same KAKMA will be AKMA anchor key in HPLMN and VPLMN.
Editor's Note: When same KAKMA is shared to VPLMN and HPLMN, how to make different the KAF in VPLMN and HPLMN is FFS.
NOTE 1: 	The present document does not address how to make different the KAF in VPLMN and HPLMN when same KAKMA is shared to VPLMN and HPLMN .
Editor's Note: How the AUSF discovers the AAnF in the VPLMN is FFS. 
NOTE 2: 	How the AUSF discovers the AAnF in the VPLMN is not addressed in the present document.
Editor's Note: How the solution is aligned with clause 4 is FFS.
NOTE 3: 	How the solution is aligned with clause 4 is not addressed in the present document.

[bookmark: _Toc138756079][bookmark: _Toc138753883][bookmark: _Toc138755963]***	START OF NEXT CHANGE	***
6.7	Solution #7: Introducing AP into AKMA
[bookmark: _Toc138753884][bookmark: _Toc138755964][bookmark: _Toc138756080]6.7.1	Introduction
TS 33.222 specifies the use of Authentication Proxy in GBA [3], where an Authentication Proxy (AP) is a proxy resides between the UE and ASs. It helps to reduce the consumption of authentication vectors and/or to minimize SQN synchronization failures, and relieves the AS of security tasks. Similarly, introducing such an authentication proxy in AKMA is beneficial where different application servers reside in the same trust domain or in the same edge node. With the AP, these application servers can rely on the AP to execute AKMA procedures, which is more cost efficient than the case where each application servers execute AKMA procedures separately. AKMA is a potential solution in MEC, and it is possible that different application servers reside in the same edge cloud or belong to the same service vendor, it is beneficial to consider the feasibility of introducing a similar proxy in AKMA.
[bookmark: _Toc138753885][bookmark: _Toc138756081][bookmark: _Toc138755965]6.7.2	Solution details
[bookmark: _Toc138756082][bookmark: _Toc138753886][bookmark: _Toc138755966]6.7.2.1 	Architecture of using AP
An Authentication Proxy (AP) is a proxy which takes the role of an AF and delegates a group of ASs. It may reside between the UE and the AS as depicted in the figures below. The AP helps the ASs behind the AP to execute AKMA procedures to save the consumption of signalling resources and AAnF computing resources. It may also relieve the AS of security tasks. The use of an AP is fully compatible with the architecture specified in TS 33.535 [2]. 
The AP can assure the ASs that the request is coming from an authorized subscriber of the MNO.


Figure 6.7.2.1-1: Use of AP when AP is internal 


Figure 6.7.2.2-1: Use of AP when AP is external
If the Ua* is HTTP based, the UE is configured with the FQDN of AS, and the AP is a reverse proxy to handle the communication between the UE and the AS. The AP takes the role of an AF. The AKMA Application Key (i.e. KAF), which is utilized between the UE and the AP, is derived based on the FQDN of the AS.
If the Ua* is not HTTP based, it is left to implementation, e.g., how the AP identifies the traffic towards corresponding AS may be pre-configured in the AP by the operator who deploys the AP.
[bookmark: _Toc138755967][bookmark: _Toc138753887][bookmark: _Toc138756083]6.7.2.2 	AP-AS reference point
The HTTP protocol is run over the AP-AS reference point. Confidentiality and integrity protection can be provided for the reference point between the AP and the AS using NDS/IP mechanisms as specified in TS 33.210 [5]. For traffic between different security domains, the Za reference point shall beis operated. For traffic inside a security domain, it is up to the operator to decide whether to deploy the Zb reference point. 
[bookmark: _Toc138753888][bookmark: _Toc138755968][bookmark: _Toc138756084]6.7.2.3 	Example of using AP for TLS tunnels
When the TLS based protocol is used as Ua* profile, the AP can be used to handle the TLS security relation with the UE and relieves the application server (AS) of this task. When an HTTPS request is destined towards an application server (AS) behind an AP, the AP terminates the TLS tunnel and performs UE authentication. The AP proxies the HTTP requests received from UE to one or many application servers. The AP may add an assertion of identity of the subscriber for use by the AS, when the AP forwards the request from the UE to the AS.


Figure 6.7.2.3-1: Use of AP for TLS tunnels when AP is internal


Figure 6.7.2.3-2: Use of AP for TLS tunnels when AP is external
[bookmark: _Toc138755969][bookmark: _Toc138756085][bookmark: _Toc138753889]6.7.3	Evaluation
The solution fulfils the requirements in key issue#2. The solution enables the application servers relying on the authentication proxy to execute AKMA procedures.

***	START OF NEXT CHANGE	***
[bookmark: _Toc138753902][bookmark: _Toc138755982][bookmark: _Toc138756098]6.10	Solution #10: Support of AKMA roaming with K_SEAF
[bookmark: _Toc138753903][bookmark: _Toc138756099][bookmark: _Toc138755983]6.10.1	Introduction
This solution addresses the KI #1. 
The proposed solution supports AKMA roaming by using K_SEAF to derive K_AKMA when the UE connects through the VPLMN. By doing this, the VPLMN does not require any further interactions with the HPLMN to provide AKMA services when the AF is in or connects to the VPLMN. Similarly, the HPLMN can also generate the same AKMA keys derived from K_SEAF since the AUSF has K_AUSF. 
The proposed solution facilitates LI when UE is in the VPLMN since the VPLMN has all required AKMA keys independently of the location of the AF. In case that the AF is in/connects to the HPLMN and the Ua* protocol involves additional keys, this solution includes interactions to let the VPLMN request / HPLMN deliver those additional keys.
[bookmark: _Toc138753904][bookmark: _Toc138756100][bookmark: _Toc138755984]6.10.2	Solution details
[image: ]
Figure 6.10.2.1-1: AKMA Roaming solution 
Step 1 is as defined in TS 33.501 [4] clause 6.1.3 and TS 33.535 [2] Clause 6.1.
Step 2 is as defined in TS 33.535 [2] Clause 6.1 with the exceptions that the UE roaming in the VPLMN computes: 
-	KvAKMA as in TS 33.535 [2] Annex A.2 using KSEAF instead of KAUSF.
-	A-vKID is as A-KID in TS 33.535 [2] Clause 6.1 with the exception that the realm part of the A-vKID shall includes Serving Network Identifier and A-vTID is used.
-	A-vTID is as the A-TID in TS 33.535 [2] Clause 6.1 with the exception that it shallis be derived as specified in Annex A.3 using KSEAF instead of KAUSF. 
Step 3 is as defined in TS 33.535 [2] Clause 6.1 having the SEAF in the VPLMN to compute KvAKMA, A-vKID, and A-vTID with the same exceptions as in Step 2 and providing parameters to the vAAnF.
Step 4 is as defined in TS 33.535 [2] Clause 6.1 having the AUSF in the HPLMN to compute KvAKMA, A-vKID, and A-vTID with the same exceptions as in Step 2 and providing parameters to the hAAnF.
In Step 5 the UE requests an application session establishment request with A-vKID towards the vAF. 
In Step 6 the vAF shall discovers the vAAnF and shall sends the Naanf_AKMA_ApplicationKey_Get response with A-vKID and AF_ID to the vAAnF. The vAAnF derives then the AF key from K_vAKMA.
In Step 7 the vAAnF shall responds with Naanf_AKMA_ApplicationKey_Get response containing Registered SN ID.
NOTE 1: 	The VPLMN has all AKMA keys to support LI when the AF is in the VPLMN.
Steps 9-12 are as Steps 5-8, with the difference that the AF is in the hPLMN. 
NOTE 2: 	The VPLMN has all AKMA keys to support LI when the AF is in the HPLMN.
In Steps 13 and 14, the AMF/SEAF in the VPLMN might – if required – request other security information for LI purposes to the vAF and/or hAF, e.g., Ua* protocol, security algorithms, etc. This request might be done to a local vAF or to the hAF. 
In Steps 15 and 16, the vAF and/or hAF deliver any additional security information for LI purposes when available or requested.
NOTE 3: 	As HPLMN provides K_SEAF to VPLMN after primary authentication, it may also provide AKMA related parameters e.g., AKMA indication to check whether UE supports AKMA services, and if so, how to handle them. The HPLMN can provide the AKMA indication to the VPLMN (SEAF/AMF) as part of the subscription data. The routing indicator might be communicated or the VPLMN may use a default value so that the AAnF NF consumer can select any AAnF instance within the VPLMN.
[bookmark: _Toc138756101][bookmark: _Toc138753905][bookmark: _Toc138755985]6.10.3	Evaluation
This solution addresses KI#1.
The main benefit of this solution is that the VPLMN has direct access to AKMA keys as soon as the UE has finished the primary authentication procedure since AKMA keys are derived from K_SEAF. This approach removes the need of interacting between VPLMN and HPLMN to retrieve those keys. This approach facilitates LI during roaming since AKMA keys are directly available in the VPLMN.
These benefits are achieved by changing the way K_AKMA is derived when the UE is in the VPLMN, and this can lead to two issues:
a)	R17 UEs cannot access AKMA services when roaming. This can be addressed by (1) having a different solution for R17 UEs in roaming; or (2) upgrading the way R17 UEs act in roaming as in this solution; or (3) not supporting AKMA roaming with R17 UEs. If this is not done, this solution has backwards compatibility issues due to the changes in the UE behaviour.
b)	The proposed architecture in this solution deviates from the architectural assumptions in Clause 4 since, e.g., a VPLMN AF is served by the AAnF of the VPLMN and not the AAnF of the HPMLN through the hSEPP.

***	START OF NEXT CHANGE	***
[bookmark: _Toc138756102][bookmark: _Toc138753906][bookmark: _Toc138755986]6.11	Solution #11: AKMA Authentication in roaming scenario
[bookmark: _Toc138756103][bookmark: _Toc138755987][bookmark: _Toc138753907]6.11.1	Introduction
This solution addresses the key issue #1: Support for AKMA roaming scenario. 
[bookmark: _Toc138755988][bookmark: _Toc138756104][bookmark: _Toc138753908]6.11.2	Solution details
6.11.2.0	General
In this solution, it is assumed the VPLMN deployed AAnF (shown as VAAnF). There are 2 options for VAAnF to request KAF. 
Option#1: VAAnF fetch KAF from HAAnF.
Option#2: VAAnF fetch KAKMA from HAUSF, and VAAnF generates KAF based on KAKMA.
[bookmark: _Toc138756105][bookmark: _Toc138753909][bookmark: _Toc138755989]6.11.2.1	Option#1 details
[image: Table

Description automatically generated with medium confidence]
Figure 6.11.2.1-1: Authentication in roaming scenario – Option#1
Step 0: UE performs primary authentication with the network. Then KAUSF is shared between UE and AUSF in Home network. 
Step 1.1: UE generates KAKMA and A-KID following AKMA procedure in TS 33.535 and stores them securely.
Step 1.2: AAnF generates KAKMA and A-KID following AKMA procedure in TS 33.535 and stores them securely. 
Step 2: UE derives KAF following AKMA procedure in TS 33.535.
Step 3: AUSF selects the AAnF as defined in clause 6.7 in TS 33.535 and send the generated A-KID and KAKMA to the AAnF together with the SUPI of the UE using the Naanf_AKMA_KeyRegistration Request service operation. 
Step 4: UE send Application session establishment request (A-KID) to AF. 
Step 5: AF determines on whether to communicate with VAAnF or HAAnF. 
NOTE 1: 	AF could contact HAAnF for fetch KAF, which is exactly the AKMA feature defined in R17 in TS 33.535. no need to repeat here. But AF may have local policy to decide which AAnF should it contact.
NOTE 2: 	How the AF selects the HAAnF when the UE is roaming is not addressed in the present document.
Editor's Note: How the AF selects the HAAnF when the UE is roaming is FFS
Step 6: AF sends Naanf_AKMA_ApplicationKey_Get request(A-KID, AF_ID) to VAAnF
Step 7: Based on the information provided in A-KID, VAAnF checked this is a roaming UE, so VAAnF sent Naanf_AKMA_ApplicationKey_Get request (A-KID) to HAAnF. 
Step 8: HAAnF derives KAF from KAKMA following TS 33.535. 
Step 9: HAAnF sent Naanf_AKMA_ApplicationKey_Get response (KAF , KAF expTime, SUPI) to VAAnF. 
Step 10: VAAnF send Naanf_AKMA_ApplicationKey_Get response (KAF , KAF expTime, SUPI) to AF.
[bookmark: _Toc138755990][bookmark: _Toc138756106][bookmark: _Toc138753910]6.11.2.2	Option#2 details
6.11.2.2.0	General
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Figure 6.11.2.2-1 Authentication in roaming scenario – Option#2
Step 0: UE performs primary authentication with the network. Then KAUSF is shared between UE and AUSF in Home network. 
Step 1.1: UE generates KAKMA and A-KID following AKMA procedure in TS 33.535 and stores them securely.
Step 1.2: AAnF generates KAKMA and A-KID following AKMA procedure in TS 33.535 and stores them securely. 
Step 2: UE derives KAF following AKMA procedure in TS 33.535.
Step 3: AUSF selects the AAnF as defined in clause 6.7 in TS 33.535 and send the generated A-KID and KAKMA to the AAnF together with the SUPI of the UE using the Naanf_AKMA_KeyRegistration Request service operation. 
Step 4: UE send Application session establishment request (A-KID) to AF. 
Step 5: AF determines on whether to communicate with VAAnF or HAAnF. 
NOTE 1:	 AF could contact HAAnF for fetch KAF, which is exactly the AKMA feature defined in R17 in TS 33.535, thus no need to repeat here. But AF may have local policy to decide which AAnF should it contact. 
NOTE 2:	How the AF selects the HAAnF or VAAnF when the UE is roaming is not addressed in the present document.
Editor's Note: How the AF selects the HAAnF or VAAnF when the UE is roaming is FFS
Step 6: if AF determines to contact VAAnF in step 5, AF sends Naanf_AKMA_ApplicationKey_Get request(A-KID, AF_ID) to VAAnF
Step 7: Based on the information provided in A-KID, VAAnF checked this is a roaming UE, so VAAnF sent Nausf_AKMA_Key_Get request (A-KID) to AUSF in HPLMN. 
NOTE:	How the VAAnF finds the AUSF registered by UEs through the A-KID is not addressed in the present document.
Editor's Note: How the VAAnF finds the AUSF registered by UEs through the A-KID is FFS.
Step 8: AUSF response with Nausf_AKMA_Key_Get response (KAKMA) to VAAnF.
Step 9: VAAnF derives KAF , KAF expTime based on KAKMA and AF_ID following the key derivation function defined in clause A.4 in TS 33.535.
Step 10: VAAnF send Naanf_AKMA_ApplicationKey_Get response (KAF , KAF expTime, SUPI) to AF. 
[bookmark: _Toc138755991][bookmark: _Toc138756107]6.11.2.2.1	New service: Nausf_AKMA_Key_Get service operation 
Service operation name: Nausf_AKMA_Key_Get.
Description: The NF consumer requests AKMA Application Key and UE ID from the AUSF.
Input, Required: A-KID, AF_ID 
Input, Optional: None. 
Output, Required: KAKMA
Output, Optional: None.
[bookmark: _Toc138756108][bookmark: _Toc138753911][bookmark: _Toc138755992]6.11.3	Evaluation
None.
[bookmark: _Toc138755993][bookmark: _Toc138753912][bookmark: _Toc138756109]***	START OF NEXT CHANGE	***
6.12	Solution #12: AKMA anchor key forwarding to the VPLMN during primary authentication procedure
[bookmark: _Toc138756110][bookmark: _Toc138753913][bookmark: _Toc138755994]6.12.1	Introduction
This solution addresses the KI #1. The proposed solution supports registration of AKMA anchor key (KAKMA) and A-KID to the AAnF in VPLMN after primary authentication for UE in the same manner of KAKMA and A-KID registration to the AAnF in HPLMN. The KAKMA and A-KID are forwarded to the VPLMN during primary authentication procedure. After the primary authentication procedure, the AMF in VPLMN registers the AKMA keys to the AAnF in VPLMN.
Once the KAKMA and the A-KID are registered in AAnFs in VPLMN and HPLMN, the UE in VPLMN is able to access to both VPLMN AF and HPLMN AF. Moreover, even if KAUSF which is a root key of the KAKMA is changed by new primary authentication, there is no need additional key update procedure for the VPLMN AAnF since the new KAKMA and A-KID will replace the old keys whenever primary authentication is performed.
[bookmark: _Toc138756111][bookmark: _Toc138753914][bookmark: _Toc138755995]6.12.2	Solution details
[bookmark: _Toc138755996][bookmark: _Toc138756112][bookmark: _Toc138753915]6.12.2.1	AKMA anchor key registration in roaming scenario


Figure 6.12.2.1-1: AKMA anchor key registration to the AAnF in VPLMN after primary authentication
1-5. Step 1 to step 5 are defined in clause 6.1 of TS 33.535 [2].
6. Rest of primary authentication procedure is performed as defined in clause 6.1.3 of TS 33.501 [4].
7. During the primary authentication, the AUSF responds to the AMF in VPLMN with information of authentication result via Nausf_UE Authentication_Authentication Response. If the UE is from other serving network based on SN name, the AUSF includes A-KID and KAKMA to the AMF in VPLMN in the response.
8. The AUSF shall requests to the HPLMN AAnF to register the A-KID and the KAKMA. The selection of the AAnF is described in clause 6.7 of TS 33.535 [2].
9. The AAnF in HPLMN responses to the AUSF after key registration completed.
10. If the A-KID and the KAKMA is forwarded to the AMF in VPLMN, the AMF registers the A-KID and the KAKMA to the AAnF in VPLMN.
11. The AAnF in VPLMN responses to the AMF after key registration completion.
[bookmark: _Toc138755997][bookmark: _Toc138756113][bookmark: _Toc138753916]6.12.2.2 	 UE in VPLMN accessing internal VPLMN AF


Figure 6.12.2.2-1: Application session establishment between roaming UE and AF in VPLMN
0. The UE is roaming in VPLMN and AKMA anchor key is registered in the AAnF in VPLMN after the procedure in clause 6.12.2.1.1. When the UE initiates communication with the AF in VPLMN, it shall includes the derived A-KID in the Application Session Establishment Request message.
2. The AF in VPLMN identifies based on the realm part from the received A-KID whether the UE is from another serving network. If the AF decides to support the UE from other serving network, the AF requests application key to the AAnF in VPLMN. 
To selects the AAnF in VPLMN for the AF to provide the KAF, local configuration or NRF can be utilized. When NRF is used to discover and select the AAnF in VPLMN, both RID and home network identifier from the received A-KID are used to select the AAnF.
3. The AAnF in VPLMN derives the KAF from KAKMA if it does not already have KAF.
4. The AAnF in VPLMN sends Naanf_AKMA_ApplicationKey_Get response to the AF with SUPI, KAF and the KAF expiration time.
5. The AF in VPLMNsends the Application Session Establishment Response to the UE.
NOTE: 	NFs in VPLMN could provide LI context (A-KID, KAKMA, KAF, etc.) when LI enabled.
[bookmark: _Toc138756114][bookmark: _Toc138755998][bookmark: _Toc138753917]6.12.2.3	UE in VPLMN accessing internal HPLMN AF


Figure 6.12.2.3-1: Application session establishment between roaming UE and AF in HPLMN
0. The UE is roaming in VPLMN and AKMA anchor key is registered in the AAnF in HPLMN after the procedure in clause 6.12.2.1.
1. When the UE initiates communication with the AF in HPLMN, it shall includes the derived A-KID in the Application Session Establishment Request message.
2. The AF in HPLMN requests application key to the AAnF in HPLMN. 
3. The AAnF in HPLMN derives the KAF from KAKMA if it does not already have KAF.
4. The AAnF in HPLMN identifies based on the realm part from the received A-KID whether the UE is from another serving network. If the AAnF in HPLMN decides to support the UE from another serving network, the AAnF in HPLMN provides AKMA context to the AAnF in VPLMN to support LI.
To selects the AAnF in VPLMN for the AF to provide the KAF, local configuration or NRF can be utilized. When NRF is used to discover and select the AAnF in VPLMN, both RID and home network identifier from the received A-KID are used to select the AAnF.
5. The AAnF in VPLMN stores delivered AKMA related information as LI context.
6. The AAnF in VPLMN responses to the AAnF in HPLMN.
7. The AAnF in HPLMN sends Naanf_AKMA_ApplicationKey_Get response to the AF in VPLMN with SUPI, KAF and the KAF expiration time.
8. The AF in HPLMN sends the Application Session Establishment Response to the UE.
NOTE: 	NFs in VPLMN could provide LI context (A-KID, KAKMA, KAF, etc.) when LI enabled.
[bookmark: _Toc138756115][bookmark: _Toc138755999][bookmark: _Toc138753918]6.12.3	Evaluation
This solution addresses case 1 and case 2 of key issue#1 and fulfils the requirements in the case that the AF is located in the HPLMN and VPLMN.
The solution fulfils LI requirement that LI contexts (e.g. encrypted traffic data and keys related to AKMA) are ready before the application session established.
When the KAKMA is changed due to new primary authentication, there is no need additional key update procedure for the VPLMN AAnF. The new KAKMA and A-KID will replace the old keys whenever primary authentication is performed.KAKMA in HPLMN is shared to VPLMN, and same KAKMA will be AKMA anchor key in HPLMN and VPLMN.
Editor's Note: When same KAKMA is shared to VPLMN and HPLMN, how to make different the KAF in VPLMN and HPLMN is FFS.
Editor's Note: How the AUSF discovers the AAnF in the VPLMN is FFS. 
Editor's Note: How the solution is aligned with clause 4 is FFS.
NOTE 1: 	The present document does not address how to make different the KAF in VPLMN and HPLMN when same KAKMA is shared to VPLMN and HPLMN .
NOTE 2: 	How the AUSF discovers the AAnF in the VPLMN is not addressed in the present document.
NOTE 3: 	How the solution is aligned with clause 4 is not addressed in the present document.
[bookmark: _Toc138756116][bookmark: _Toc138756000][bookmark: _Toc138753919]
***	START OF NEXT CHANGE	***
6.13	Solution #13: AKMA support in roaming
[bookmark: _Toc138753920][bookmark: _Toc138756117][bookmark: _Toc138756001]6.13.1	Introduction
This solution addresses KI#1. This solution is proposed for the case in which the VPLMN supports AKMA. The proposed solution includes vAAnF as a new functional entity which is the AKMA Anchor Function in the VPLMN. The vAAnF relays the Naanf_AKMA_ApplicationKey_Get request and response between the AF in the visited network and the AAnF in the UE's home network. vAAnF functionality includes:
-	vAAnF functions as a proxy between the visited AF and the AAnF in the home network of the UE.
-	vAAnF locates the AAnF in the home network of the UE and communicate with it over secure channel.
-	vAAnF validates that the visited AF is authorized to participate in AKMA.
N64 (AKMA reference point):
-	Reference point between the home AAnF and the visited AAnF.






Figure 6.13.1-1: AKMA Architecture in reference point representation for (a) internal AFs, (b) external AFs, (c) internal AFs (via vAAnF) and (d) external AFs (via vAAnF)
[bookmark: _Toc138753921][bookmark: _Toc138756118][bookmark: _Toc138756002]6.13.2	Solution details


Figure 6.13.2-1: AKMA Application Key retrieval by AAnF in visited network, from the AAnF in home network
1.	UE registers to the network and performs the primary authentication as specified in TS 33.501 [4]. The UDM determines the support of AKMA in VPLMN based on the configuration or based on the subscription data. During primary authentication, the UDM provides the AUSF with “[AKMA Ind]” specifying whether AKMA Keys need to be generated for the UE as defined in TS 33.535 [2]. UDM also provides the AUSF with, AKMA Roaming Indication specifying whether the generated AKMA Keys can be propagated to the VPLMN, depending on operator agreements and/or AKMA support in VPLMN.
2.	AUSF generates KAKMA and A-KID. Correspondingly, KAKMA and A-KID are generated at the UE. AUSF selects an AAnF instance to serve the UE, and registers SUPI, KAKMA and A-KID in the hAAnF. AUSF provides the hAAnF with AKMA Roaming Indication. AUSF can decide this based on indication from the UDM in Step (1) and/or local policy. AUSF also provides Visited-Network information to the hAAnF.
3a-3b.	UE triggers communication over Ua* interface with the AF based on its application needs. UE can optionally provide visited-network information (e.g. Serving PLMN ID) to the AF along with A-KID. Based on local configuration, and/or presence of visited-network information in the UE request, AF sends a request to the vAAnF (directly or via NEF) to provide KAF, if there is no secure interface with the hAAnF. The request contains AF-Identity (e.g. FQDN) and A-KID.
The AF can determine the PLMN in which the UE is currently roaming using the SN ID provided in the session establishment request. 
4.	Based on information contained in A-KID (Routing ID, Home Network Information), vAAnF discovers the hAAnF by querying the NRF.
5.	vAAnF requests the hAAnF to provide application key. The request can be sent utilizing a new or existing service exposed by the hAAnF, and discovered by the vAAnF via the NRF. The request contains following information:
- A-KID of the UE as provided by the AF
- AF-Identity (e.g. FQDN) is provided by the AF
6.	Based on the received request or local policy or the UDM provided AKMA Roaming Indication, hAAnF generates KAF from KAKMA and provides KAF and Key lifetime to the vAAnF. 
7.	Based on the received information, if vAAnF receives KAF and Key lifetime, it provides the same to AF. 
NOTE 1: 	The LI aspects on providing the encryption keys to the VPLMN is not considered as part of this solution and solution#5 can be reused to address LI. 
NOTE 2: 	How the solution is aligned with the architectural assumption in clause 4 is not addressed in the present document.
Editor's Note: How this solution is aligned with the architectural assumption in clause 4 is FFS. 
[bookmark: _Toc138756119][bookmark: _Toc138753922][bookmark: _Toc138756003]6.13.3	Evaluation
This solution partially addresses key issue#5.1 (Support for AKMA roaming scenario) and fulfils the first requirement on the support of AKMA in roaming.
Impacts to UE: 
- 	UE needs to send the SN ID in the session establishment request to the AF. 

***	START OF NEXT CHANGE	***
[bookmark: _Toc138753923][bookmark: _Toc138756004][bookmark: _Toc138756120]6.14	Solution #14: AKMA roaming with AF outside VPLMN
[bookmark: _Toc138756121][bookmark: _Toc138753924][bookmark: _Toc138756005]6.14.1	Introduction
This solution addresses Key Issue #1 "Support for AKMA roaming scenario", especially the scenario when the UE is roaming in VPLMN and trying to access AF located outside VPLMN, i.e. this AF could be an internal HPLMN AF or external AF in Data Network.
The solution proposes to introduce an AAnF in the VPLMN, named vAAnF, to enable the VPLMN to decrypt user traffic encrypted between the roaming UE and AF thanks to AKMA-related credentials. The vAAnF receives from the HPLMN AKMA Application key KAF and associated parameters enabling the VPLMN to decrypt the user content exchanged between the roaming UE and AF located outside the VPLM. The solution also ensures that the AKMA Application Key KAF provided by the HPLMN to VPLMN is correct. 
[bookmark: _Toc138753925][bookmark: _Toc138756006][bookmark: _Toc138756122]6.14.2	Solution details
The solution addresses the scenario where AF is an internal HPLMN AF. 

 Figure 6.14.2-1: Sending of AKMA credentials to VPLMN
Pre-requisite: there is establishment of the key KAKMA between the UE and hAAnF. And, during the establishment of the AKMA key (KAKMA), the AUSF also provides the SN name to the AAnF in the HPLMN (hAAnF). The SN name is used later to determine whether the UE is roaming and to select appropriate AAnF in VPLMN (vAAnF) in order to store AKMA details.
Editor's Note: this solution assumes that there is only one vAAnF per VPLMN. 
NOTE 1: 	This solution assumes that there is only one vAAnF per VPLMN.
Steps 1, 2, 3 take place as specified in TS 33.535 [2]. 
4. The hAAnF determine whether the UE is roaming. If the UE is roaming then the hAAnF provides the AKMA Application key KAF and associated parameters A-KID, AF_ID, SUPI, and KAF expiration time to the vAAnF. 
NOTE 12:	sSame mechanism applies in case that the encryption key provided by the AAnF in the HPLMN (hAAnF) is not the AKMA Application key KAF. The key KAF would be replaced by the encryption key provided by hAAnF in all the steps describing the use of the key KAF.
5. The vAAnF stores the key KAF and associated parameters received from the hAAnF and sends back response to the hAAnF. 
Steps 6 and 7 take place as specified in TS 33.535 [2].
8. The UE sends a message to the AMF in order to check that the vAAnF stores the correct AKMA Application Key KAF to address LI requirement. This message contains the current GUTI value encrypted by the UE with KAF, and associated A-KID and AF-ID. The GUTI value encrypted with KAF is named GUTIe. 
NOTE 23:	GUTIe could also be Message Authentication Code.
9. The AMF sends to the vAANF: GUTIe, A-KID, AF-ID received from the UE in step 8, and GUTI value in clear text. 
10. The vAANF retrieves the AKMA Application Key KAF thanks to A-KID, AF-ID and decrypts the GUTIe with KAF. Then, the vAAnF verifies that the decrypted GUTI is the same than the GUTI in clear text sent by the AMF. 
11. The vAANF sends to the AMF the result of the KAF check. 
12. The AMF forwards the result of the KAF check to the UE.
13. The UE can use KAF if the KAF check was successful. 
The steps 8 and 12 correspond to new NAS messages. 
NOTE 34:	To avoid race conditions, i.e. that the AF might start an encrypted Ua* session with the UE before the LI provisioning has been completed in the VPLMN, it is important that message ordering as proposed is strictly followed. That is, AKMA keys are not available to the AF, until the response message 5 has been received/verified. This solution also covers the scenario where AF is an external AF in Data Network. The same steps apply. 
[bookmark: _Toc138756007][bookmark: _Toc138756123][bookmark: _Toc138753926]6.14.3	Evaluation
This solution addresses the Key Issue # (cases 1 and 3) and fulfils the security requirements in case that the UE is roaming in VPLMN and accesses an AF outside this VPLMN. 
The solution addresses the scenarios where the encryption key provided by the AAnF in the HPLMN (hAAnF) to AAnF of VPLMN (vAAnF) could be the AKMA Application key KAF, or any other key. 
Additionally, this solution ensures that the encryption key provided by the HPLMN to VPLMN is valid to decrypt the traffic. The mechanism to ensure that the encryption key provided by the HPLMN is valid relies on steps 8 to 13. 
The solution impacts the serving network and the ME. 
The steps 8 to 13 to ensure that the encryption key provided to VPLMN is valid to decrypt the traffic could apply to any solution addressing Key Issue#1 where a UE is roaming in VPLMN and accesses an AF outside this VPLMN. 

***	START OF NEXT CHANGE	***
[bookmark: _Toc138756012][bookmark: _Toc138753931][bookmark: _Toc138756128]6.16	Solution #16: AKMA roaming with VPLMN AKMA Support NF for inbound roamers
[bookmark: _Toc138753932][bookmark: _Toc138756013][bookmark: _Toc138756129]6.16.1	Introduction
The solution addresses case #1 (UE roaming and accessing internal HPLMN AF) and case #3 (UE roaming and accessing an external AF in the Data Network of KI#1. 
It uses the principle that the UDM knows the VPLMN(s) that the UE is roaming after the AMF which handles the UE registers to the UDM. 
If the UE has registered to multiple PLMNs the UDM has this knowledge and provide this to the AKMA AF or AAnF. The AF and AAnF may decide to send one or multiple VPLMNs the AKMA related keys and parameter to enable LI in the VPLMNs. 
This solution proposes that the AMF is configured with or dynamically discovers the AKMA Support NF (ASNF) in the VPLMN which enables LI, and sends this information to the UDM when it registers the UE to the UDM. Any other NF in the HPLMN can discover the UE VPLMN information as well as the address of the AKMA Support NF enabling LI in the VPLMN (if any). 
This solution also proposes that the AAnF could be used as the proxy in the HPLMN to push any AKMA related keys from itself or the AF. 
[bookmark: _Toc138756130][bookmark: _Toc138753933][bookmark: _Toc138756014]6.16.2	Solution details
Editor's Note: Whether the address of the ASNF or an indication that the VPLMN supports AKMAis sent to the HPLMN is FFS. 
NOTE 1: 	Whether the address of the ASNF or an indication that the VPLMN supports AKMAis sent to the HPLMN is not addressed in the present document.
Figure 6.16.2-1 provides the sequence diagram of the solution. The ASNF is the AKMA Support Network Function in the VPLMN. The ASNF represents an AKMA NF enabling LI which stores AKMA related key material and parameters. The ASNF can be any existing NF (AMF, AAnF, UPF) or part of an existing NF or a new NF. 

Figure 6.16.2-1: Solution sequence diagram
0.	The UE registers to the network. If a primary authentication procedure is required, steps 0a - 1 are executed. The AKMA Anchor Key (KAKMA) is generated as defined in TS 33.535 [2].
1.	The AAnF optionally sends a request to the UDM to obtain the UE roaming information. The message contains the SUPI of UE, possibly with an indication to retrieve the AKMA ASNF information. The AAnF subscribes to the UDM on updates of UE roaming information.
	The UDM optionally sends the UE roaming information to AAnF. The message contains the UE SUPI, the UE roaming information e.g., PLMN ID of visited network, ASNF address (if available). If the UE is not registered in UDM yet or registered over more than one visiting PLMNs, there could be zero or multiple sets of such information in the response message.
NOTE 12:	According to TS 23.501 [7], 4.2.8.2.2, the UE can be registered in two VPLMNs. 
2.	In the general case (of the ANSF being a standalone NF or integrated to other NFs) the AMF obtains the address of ASNF via the NRF or local configuration. The AMF sends Nudm_UECM_Registration to UDM for the UE. The message contains the UE SUPI, serving PLMN ID, and ASNF address. The UE registration information is updated and stored in the UDM.
3.	The UDM optionally sends the UE roaming information Update to the AAnF. The message contains the UE SUPI, PLMN ID(s) of visited network(s) and ASNF address(s). 
4a.	The UE initiates communication with the AF via the Application Session Establishment Request message.
4b.	The AF requests the AF key (KAF) from the AAnF, possibly via NEF. 
4c.	The AAnF generates AF key (KAF) and returns the key to the AF as specified in TS 33.535 [2]. 
	The AAnF now have AKMA related key material and parameters KAF and the information used for key derivation thereof. 
4d.	In the AF key response message, the AAnF may include possibly with an indication to request the AF to report any AF key material and parameters.
NOTE 23:	If the AF is in the Data Network (Internet), whether the AF can process this request for key material or whether the AF will provide the key material to the AAnF depends upon the HPLMN and AF provider agreements. 
5. 	The AKMA application session between UE and AF is established and protected. The communication could be protected by the KAF or key material derived from the KAF or other key material derived in the AF. 
	The AF has now KAF, any security material derived from KAF or other key material derived in the AF, the information used for keys derivation thereof including selected encryption algorithms, cipher suites, input for ciphering: key(s), nonce(s), counter(s) etc. 
5b.	The AAnF optionally requests from the latest roaming information (if any) from the UDM and subscribes to these changes as Step 1. 
NOTE 34:	Step 1 is optional, and it shows the proactive aspect of the solution i.e. every time there is change of information in the UDM the AAnF is notified. However, the roaming information in the AAnF for a specific UE will not be needed if UE does not setup any AKMA session. Therefore, it could be better for the AAnF to request roaming information and changes after the AKMA session establishment response as it is performed in this step.  
6.	The AAnF obtains the ASNF address for the UE (e.g. received from step 1 and/or step 3) and sends a message e.g. AKMA Cryptographic Information Report to the ASNF(s). The message contains the UE ID (e.g. SUPI), and cryptographic information such as KAF, derived keys from KAF or any other keys and parameters used to protect the communication between the UE and the AF.
7. 	The AF sends a message to the AAnF potentially via NEF, e.g. AF Cryptographic Information Report, to provide or update the keys and parameters to the AAnF. The message contains for example the UE ID, keys and parameters used to derive AKMA application session keys.
NOTE 45:	Step 7 can take place before or after step 5 and it can happen in parallel or after step 6
8.	If any cryptographic information (used for the protection of the AKMA session between the UE and AF) is updated in AAnF, the AAnF sends a message e.g., AKMA Cryptographic Information Update to ASNF(s). The message contains UE ID (e.g., SUPI), and cryptographic information such as selected encryption algorithms, cipher suites, input for ciphering: key(s), nonce(s), counter(s) etc.
	Now the ASNF(s) has/have the AKMA cryptographic information for the UE and perform(s) necessary regulatory actions accordingly.
Editor's Note: It is FFS how the selection of the ASNF is performed if the there are multiple ASNF(s) in the network 
NOTE 6: 	How the selection of the ASNF is performed if the there are multiple ASNF(s) in the network is not addressed in the present document.

***	END OF CHANGE	***
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